
Complaints Procedure

01
We hold personal  data about our  employees,  c l ients ,  suppl iers  and other

indiv iduals  for  a var iety of  business purposes.

 

This  pol icy sets out how we seek to protect personal  data and ensure that

staff  understand the ru les governing their  use of personal  data to which they

have access in the course of their  work.  In  part icular ,  th is  pol icy requires

staff  to ensure that the Data Protect ion Off icer  (DPO) be consulted before

any s ignif icant new data process ing act iv i ty  is  in i t iated to ensure that

relevant compl iance steps are addressed.

Introduction
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Business purposes - 

The purposes for  which personal  data may be used by us:

 

Personnel ,  administ rat ive,  f inancial ,  regulatory ,  payrol l  and business

development purposes.

 

Bus iness purposes include the fol lowing:

Compl iance with our  legal ,  regulatory and corporate governance

obl igat ions and good pract ice

Gather ing information as part  of  invest igat ions by regulatory bodies or  in

connect ion with legal  proceedings or  requests

Ensur ing business pol ic ies are adhered to (such as pol ic ies cover ing emai l

and internet use)

Operat ional  reasons,  such as recording transact ions,  t rain ing and qual i ty

control ,  ensur ing the conf ident ia l i ty  of  commercial ly  sensi t ive information,

secur i ty  vett ing,  credit  scor ing and checking

Invest igat ing complaints  

Checking references,  ensur ing safe work ing pract ices,  monitor ing and

managing staff  access to systems and faci l i t ies and staff  absences,

administ rat ion and assessments

Monitor ing staff  conduct ,  d iscipl inary matters

Market ing our business

Improving serv ices

Definit ions



Personal data -  

Information re lat ing to ident i f iable indiv iduals ,  such as job appl icants ,

current and former employees,  agency,  contract and other staff ,  c l ients ,

suppl iers  and market ing contacts.

 

Personal  data we gather may include:  indiv iduals '  contact detai ls ,

educat ional  background,  f inancial  and pay detai ls ,  detai ls  of  cert i f icates

and diplomas,  educat ion and sk i l l s ,  mar i tal  status ,  nat ional i ty ,  job t i t le ,  and

CV.

 

Sensit ive personal data -  

Personal  data about an indiv idual 's  racial  or  ethnic or igin ,  pol i t ical  opin ions,

re l ig ious or  s imi lar  bel iefs ,  t rade union membership (or  non-membership) ,

phys ical  or  mental  health or  condit ion,  cr iminal  offences,  or  re lated

proceedings—any use of sensi t ive personal  data should be str ict ly  control led

in accordance with th is  pol icy.

This  pol icy  appl ies to al l  staff .  You must be fami l iar  with th is  pol icy and

comply with i ts  terms.  This  pol icy supplements our  other pol ic ies re lat ing to

internet and emai l  use.  We may supplement or  amend this  pol icy by

addit ional  pol ic ies and guidel ines f rom t ime to t ime. Any new or modif ied

pol icy wi l l  be ci rculated to staff  before being adopted.

 

Who is responsible for this policy?

As our Data Protect ion Off icer ,  Conor Sher idan has overal l  responsibi l i ty  for

the day-to-day implementat ion of th is  pol icy.
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Scope
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Fair  and lawful  processing

We must process personal  data fai r ly  and lawful ly  in  accordance with

indiv iduals ’  r ights .  This  general ly  means that we should not process personal

data unless the indiv idual  whose detai ls  we are process ing has consented to

this  happening.

 

The Data Protection Officer’s responsibi l i t ies:

Keeping the board updated about data protect ion responsibi l i t ies ,  r isks

and issues.

Reviewing al l  data protect ion procedures and pol ic ies on a regular  basis

Arranging data protect ion t rain ing and advice for  al l  staff  members and

those included in th is  pol icy.

Answering quest ions on data protect ion from staff ,  board members and

other stakeholders.

 

Our procedures



Responding to indiv iduals  such as c l ients and employees who wish to know

which data is  being held on them by Smi le Educat ion L imited.

Checking and approving with th i rd part ies that handle the company’s  data

any contracts or  agreement regarding data process ing.

 

Responsibi l i t ies of  the IT Department

 Ensure al l  systems,  serv ices,  software and equipment meet acceptable

secur i ty  standards.

Checking and scanning secur i ty  hardware and software regular ly  to ensure

it  is  funct ioning proper ly .

Researching th i rd-party serv ices,  such as c loud serv ices the company is

consider ing us ing to store or  process data.

 

Responsibi l i t ies of  the Managing Director ( in charge of Marketing)

Approving data protect ion statements attached to emai ls  and other

market ing copy.

Address ing data protect ion quer ies f rom cl ients ,  target audiences or

media out lets .

Coordinat ing with the DPO to ensure al l  market ing in i t iat ives adhere to

data protect ion laws and the company’s  Data.

Protect ion Pol icy.

 

The processing of al l  data must be:

Necessary to del iver  our  serv ices.

In our  legit imate interests  and not unduly  prejudice the indiv idual 's  pr ivacy

In most cases th is  provis ion wi l l  apply to rout ine business data process ing

act iv i t ies.

Our Terms of Business contains a Pr ivacy Not ice to c l ients on data

protect ion.

 

The notice:

Sets out the purposes for  which we hold personal  data on customers and

employees.

Highl ights that our  work may require us to give information to th i rd part ies

such as expert  witnesses and other profess ional  advisers .

Provides that customers have a r ight of  access to the personal  data that

we hold about them.
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In  most cases where we process sensi t ive personal  data we wi l l  require the

data subject 's  expl ic i t  consent to do th is  unless except ional  c i rcumstances

apply or  we are required to do th is  by law (e.g.  to comply with legal

obl igat ions to ensure health and safety at  work) .  Any such consent wi l l  need

to clear ly  ident i fy  what the re levant data is ,  why i t  i s  being processed and to

whom it  wi l l  be disclosed.

Sensit ive personal data
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We wi l l  ensure that any personal  data we process is  accurate,  adequate,

re levant and not excess ive,  given the purpose for  which i t  was obtained. We

wi l l  not process personal  data obtained for  one purpose for  any unconnected

purpose unless the indiv idual  concerned has agreed to th is  or  would

otherwise reasonably expect th is .

 

Indiv iduals  may ask that we correct inaccurate personal  data re lat ing to

them. I f  you bel ieve that information is  inaccurate you should record the fact

that the accuracy of the information is  disputed and inform the DPO, Conor

Sher idan.

Accuracy and relevance
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You must take reasonable steps to ensure that personal  data we hold about

you is  accurate and updated as required.  For  example,  i f  your  personal

ci rcumstances change,  please inform the Data Protect ion Off icer  so that

they can update your records.

Your personal data 
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You must keep personal  data secure against  loss or  misuse.  Where other

organisat ions process personal  data as a serv ice on our behalf ,  the DPO wi l l

establ ish what,  i f  any,  addit ional  specif ic data secur i ty  arrangements need  

be implemented in contracts with those th i rd party organisat ions.

Data security
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In  cases when data is  stored on pr inted paper ,  i t  should be kept in a

secure place where unauthor ised personnel  cannot access i t .

Pr inted data should be shredded when i t  i s  no longer needed.

Data stored on a computer should be protected by st rong passwords that

are changed regular ly .  We encourage al l  staff  to use a password manager

to create and store their  passwords.

Data stored on CDs or  memory st icks must be locked away securely  when

they are not being used.

The DPO must approve any c loud used to store data.

Servers contain ing personal  data must be kept in a secure locat ion,  away

from general  off ice space.

Data should be regular ly  backed up in l ine with the company’s  backup

procedures.

Data should never be saved direct ly  to mobi le devices such as laptops,

tablets or  smartphones unless i t  i s  password protected in l ine with pol icy

and for  use only  with in the object ives of  th is  pol icy.

Al l  servers contain ing sensi t ive data must be approved and protected by

secur i ty  software and strong f i rewal l .

Storing data securely 
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We must retain personal  data for  no longer than is  necessary.  What is

necessary wi l l  depend on the ci rcumstances of each case,  making into

account the reasons that the personal  data was obtained,  but should

be determined in a manner consistent with our  data retent ion guidel ines.

Data retention
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There are restr ict ions on internat ional  t ransfers  of  personal  data.  You must

not t ransfer  personal  data anywhere outs ide the UK without f i rst  consult ing

the Data Protect ion Off icer .

 

Subject access requests

Please note that under the Data Protect ion Act 1998,  indiv iduals  are ent i t led,

subject to certain except ions,  to request  access to information held about

them.

 

I f  you receive a subject access request ,  you should refer  that request

immediately  to the DPO. We may ask you to help us

comply with those requests .

 

P lease contact the Data Protect ion Off icer  i f  you would l ike to correct or

request information that we hold about you.  There are also restr ict ions on

the information to which you are ent i t led under appl icable law.

 

Processing data in accordance with the individual 's  r ights

You should abide by any request  f rom an indiv idual  not to use their  personal

data for  di rect market ing purposes and not i fy  the DPO about any such

request .

 

Do not send direct market ing mater ia l  to someone electronical ly  (e.g.  v ia

emai l )  unless you have an exist ing business re lat ionship with them in re lat ion

to the serv ices being marketed.

 

P lease contact the DPO for  advice on di rect market ing before start ing any

new direct market ing act iv i ty .

Transferring data internationally
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Al l  staff  wi l l  receive t rain ing on th is  pol icy.  New joiners wi l l  receive t rain ing

as part  of  the induct ion process.  Further t rain ing wi l l  be provided at least

every two years or  whenever there is  a substant ia l  change in the law or our

pol icy and procedure.

Training 



Train ing is  provided through an in-house seminar on a regular  basis .  

 

I t  wi l l  cover:

 The law relat ing to data protect ion.

·Our data protect ion and related pol ic ies and procedures.

 

Complet ion of t rain ing is  compulsory.
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Where not specif ied previous ly  in  th is  pol icy ,  the fol lowing provis ions wi l l  be

in effect on or  before 25 May 2018.

 

Privacy Notice -  transparency of data protection

 Being transparent and providing access ible information to indiv iduals  about

how we wi l l  use their  personal  data is  important for  our  organisat ion.  The

fol lowing are detai ls  on how we col lect data and what we wi l l  do with i t :

 

What information is being collected?

C.V’s  and personal  detai ls  including phone numbers ,  emai l  addresses,

addresses and date of bi r th.  When someone comes in to register  we are

obl iged to col lect safeguarding documents such as ID,  proof of  address ,

proof of  NI  number,  DBS and Qual i f icat ion cert i f icates.  Further information

on th is  is  held in our  data retent ion pol icy.  

 

Who is col lecting it?

This  data is  col lected by Smi le Educat ion staff  including Recruitment

Consultants ,  Administ rators  and Directors .

 

How is i t  col lected?

Smile Educat ion obtains data from a var iety of  sources,  these include:

Through our website.

Through our social  media including Twitter ,  Facebook,  L inkedin and

Instagram.

Through phone enquir ies.

Through Job appl icat ions.

Through CV Watchdogs i .e.  when a CV is  uploaded.

 

Why is i t  being collected? How wil l  i t  be used?

We use data always with the goal  of  obtain ing work for  an indiv idual ,  with

their  permiss ion detai ls  of  exper ience and work h istory wi l l  be passed to our

cl ients .  Data wi l l  be stored on our internal  systems which wi l l  a lways be

password encrypted,  al l  paper f i les wi l l  be kept in locked cabinets.

GDPR provision



Who wil l  i t  be shared with?

We use data always with the goal  of  obtain ing work for  an indiv idual ,  with

their  permiss ion detai ls  of  exper ience and work h istory wi l l  be passed to our

cl ients .  We may also provide data to t rusted payrol l  providers with the

indiv iduals ’  permiss ion to ensure they get paid.

 

What wil l  be the effect of  this on the individuals concerned?

Once data is  added to our database,  the indiv idual  can expect to receive

not if icat ion with in one month explain ing where we obtained the data from

and a l ink to th is  not ice.

 

We use data always with the goal  of  obtain ing work for  an indiv idual ,  with

their  permiss ion detai ls  of  exper ience and work h istory wi l l  be passed to our

cl ients .  We may contact you v ia phone or  emai l  or  social  media to inform you

of:

Job opportunit ies.

Obtain your avai labi l i ty  to work.

Events we think might be of interest .

Conf i rmation of work.

CPD opportunit ies.

Changes with in our  businesses e.g.

Consultant changes,  opening hours etc.

 

This  wi l l  be no more than once a week although i f  you are in a placement

and require information associated with that i t  may be more regular .

 

Is  the intended use l ikely to cause individuals to object or complain?

We bel ieve that adher ing to th is  process ing pol icy means that al l  data is

dealt  with in an appropr iate way.  Should indiv iduals  wish to complain they

may do so in l ine with our  complaints  pol icy.  An indiv idual  may unsubscr ibe

at any t ime by emai l ing admin@smi le-educat ion.co.uk 

 

Conditions for processing

 We wi l l  ensure any use of personal  data is  just i f ied us ing at least  one of the

condit ions for  process ing and th is  wi l l  be specif ical ly  documented. Al l  staff

who are responsible for  process ing personal  data wi l l  be aware of the

condit ions for  process ing.  The condit ions for  process ing wi l l  be avai lable to

data subjects in  the form of a pr ivacy not ice.

 

Justif ication for personal data

 We wi l l  process personal  data in compl iance with al l  s ix  data protect ion

pr inciples.  We wi l l  document the addit ional  just i f icat ion for  the process ing of

sensit ive data,  and wi l l  ensure any biometr ic and genet ic data is  considered

sensit ive.



Consent

 The data that we col lect is  subject to act ive consent by the data subject.

This  consent can be revoked at any t ime.

 

Criminal  record checks

Any cr iminal  record checks are just i f ied by law. Cr iminal  record checks

cannot be undertaken based solely  on the consent of  the subject.

 

Data portabil i ty

 Upon request ,  a data subject should have the r ight to receive a copy of

their  data in a st ructured format.  These requests should be processed with in

one month,  provided there is  no undue burden and i t  does not compromise

the pr ivacy of other indiv iduals .  A data subject may also request  that their

data is  t ransferred di rect ly  to another system. This  must  be done for  f ree.

 

Right to be forgotten

 A data subject may request that any information held on them is  deleted or

removed,  and any th i rd part ies who process or  use that data must also

comply with the request .  An erasure request  can only  be refused i f  an

exemption appl ies.

 

Privacy by design and default

Pr ivacy by design is  an approach to projects that promote pr ivacy and data

protect ion compl iance from the start .  The DPO wi l l  be responsible for

conduct ing Pr ivacy Impact Assessments and ensur ing that al l  IT  projects

commence with a pr ivacy plan.

 

When relevant ,  and when i t  does not have a negative impact on the data

subject ,  pr ivacy sett ings wi l l  be set to the most pr ivate by default .

 

International data transfers

No data may be transferred outs ide of the EEA without f i rst  d iscuss ing

it  with the data protect ion off icer .  Specif ic consent f rom the data subject

must be obtained pr ior  to t ransferr ing their  data outs ide the EEA.

 

Data audit  and register

Regular  data audits  to manage and mit igate r isks  wi l l  inform the data

register .  This  contains information on what data is  held,  where i t  i s  stored,

how i t  is  used,  who is  responsible and any further regulat ions or  retent ion

t imescales that may be relevant.

 

Reporting breaches

 A l l  members of  staff  have an obl igat ion to report  actual  or  potent ia l

data protect ion compl iance fai lures.  This  a l lows us to:



Invest igate the fai lure and take remedial  steps i f  necessary.

Maintain a register  of  compl iance fai lures.

Not i fy  the Superv isory Author i ty  (SA) of  any compl iance fai lures that are

mater ia l  e i ther  in  thei r  own r ight or  as part  of  a pattern of fai lures.

 

Smile Education Limited’s procedure is as fol lows:

1 .  As soon as the breach is  ident i f ied the employee must not i fy  the Data

Protect ion Off icer .

2.  The employee wi l l  make a note of the breach on the re levant record in our

database system (matchmaker -cl ient  or  candidate) .

3.The Data Protect ion Off icer  wi l l  record the breach on the data breach

spreadsheet in the HR dr ive and not i fy  the di rectors .

4.The Directors wi l l  decide appropr iate approach and act ion.

5.  The DPO wi l l  fo l low up with the di rectors and record act ions taken on the

spreadsheet.

 

Monitoring

Everyone must observe th is  pol icy.  The DPO has overal l  responsibi l i ty  for  th is

pol icy.  They wi l l  monitor  i t  regular ly  to make sure i t  i s  being adhered to.

 

Consequences of fai l ing to comply

We take compl iance with th is  pol icy very ser ious ly .  Fai lure to comply puts

both you and the organisat ion at r isk .

 

The importance of th is  pol icy means that fai lure to comply with any

requirement may lead to discipl inary act ion under our  procedures which may

result  in  dismissal .  A sol ic i tor  in  breach of Data Protect ion responsibi l i ty

under the law or the Code of Conduct may be struck off .  

 

I f  you have any quest ions or  concerns about anything in th is  pol icy ,  do not

hesitate to contact the DPO.


